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Abstract. Steganography is an information security technique that aims to hide secret messages within a storage medium so that their existence is not
easily detected. Digital images are widely used as a medium for steganography because they have large storage capacity and good tolerance to pixel
value changes. This study aims to implement and analyze a Discrete Fourier Transform (DFT)-based steganography method for embedding secret
messages in digital images by utilizing the frequency domain. The methods used include transforming images from the spatial domain to the frequency
domain using DFT, embedding secret messages in binary form in selected frequency coefficients, and performing inverse transformation using Inverse
Discrete Fourier Transform (IDFT) to produce stego images. The extraction process is carried out by reading back the modified frequency coefficients.
Evaluation is performed by comparing the visual quality of the original image and the stego image and testing the success of message extraction.
Steganography is an information security technique. The results of the study show that the DFT-based steganography method is capable of producing
stego images with visual quality that is very similar to the original image, making the secret message difficult to detect visually. However, there are still
small differences in the message extraction results due to the rounding effect in the IDFT process. Overall, the DFT method is considered effective for
hiding secret messages in digital images, but further development is needed to improve message extraction accuracy.
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1. Introduction

The rapid development of digital technology has encouraged the increase of information exchange through various
electronic media, such as text, digital images, audio, and video [1]. Digital information currently plays a very important role
in various fields, including communication, education, business, and government. The ease of access and speed of data
distribution through open networks, especially the internet, provide enormous benefits in supporting human activities.
However, behind this convenience, there are various threats to information security, such as wiretapping, data theft,
information manipulation, and data misuse by unauthorized parties. This situation makes information security one of the
main issues in the development of modern information technology. Not only is protection of the message content needed,
but also methods that can hide the existence of the message itself so as not to arouse suspicion during the transmission
process. In the context of information security science, the need for hidden and adaptive security techniques is becoming
increasingly urgent as digital analysis and attack capabilities develop [2].

One information security technique used to meet these needs is steganography, which is the technique of embedding secret
messages into a cover medium so that the presence of the message cannot be detected by the naked eye. Digital images
are often chosen as a medium for steganography because they have large storage capacity and good tolerance to small
changes in pixel values. [3] Inits application, digital image steganography can be performed in both the spatial domain and
the transformation domain. The spatial domain method is relatively simple and easy to implement, but it has weaknesses
in terms of resistance to image manipulation, such as compression, filtering, and reprocessing. In contrast, the
transformation domain-based steganography method is considered superior because message insertion is performed on
the frequency representation of the image, making it more resistant to various forms of manipulation. However, the
transformation-based steganography approach still faces challenges, particularly in maintaining a balance between the
visual quality of the stego image, message insertion capacity, and the accuracy of the message extraction process. This
indicates a research gap related to optimizing the use of the frequency domain so that message insertion remains secure
without significantly reducing system performance [4].

Based on these issues, this study aims to implement and analyze the Discrete Fourier Transform (DFT)-based
steganography method in digital image media by utilizing the frequency domain as a medium for inserting secret messages.
The DFT method is used to transform images from the spatial domain to the frequency domain, so that secret messages
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can be embedded in certain frequency coefficients that are less sensitive to visual changes [5]. The main scientific
contribution of this research is the presentation of a systematic and easily replicable implementation of DFT-based
steganography, accompanied by an evaluation of the visual quality of stego images and the success of the message
extraction process. The novelty of this research lies in its implementative approach, which emphasizes the analysis of the
influence of the transformation and inverse transformation (DFT-IDFT) processes on message extraction accuracy, thereby
providing a clearer understanding of the potential and limitations of the DFT method in digital image steganography. Thus,
this research is expected to serve as a reference for the development of frequency domain-based steganography methods
in the future.

2. Literature Review and Problem Statement

Previous studies have shown that steganography is an effective information security technique for hiding secret messages
in digital media, especially digital images. The steganography approach to digital images is generally divided into spatial
domain and transformation domain methods [6]. Spatial domain methods, such as modifying bits in pixel values, are
relatively simple and have a large insertion capacity, but tend to be less resistant to image manipulation and are easily
detected through statistical analysis. As an alternative, transformation domain methods utilize the frequency representation
of images so that messages are inserted into specific transformation coefficients that are not too sensitive to visual changes.
One widely used transformation method is the Discrete Fourier Transform (DFT), which converts images from the spatial
domain to the frequency domain by separating image information into amplitude and phase components. In its
implementation, the secret message is first converted into binary form so that it can be structurally inserted into the selected
frequency coefficients [7]. This process is then completed with a reverse transformation using Inverse Discrete Fourier
Transform (IDFT) to produce the stego image. The results of various studies show that DFT-based steganography is capable
of producing stego images with visual quality that is very similar to the original image, thereby maintaining the level of
imperceptibility [8]. Image quality evaluations generally show low distortion values and a fairly high message extraction
success rate. However, these studies also reveal several limitations, such as increased computational complexity,
dependence on the selection of appropriate frequency coefficients, and the potential for message extraction errors due to
rounding effects in the inverse transformation process. In addition, some studies still focus on quantitative results without
providing an in-depth analysis of the relationship between the frequency transformation process, image visual quality, and
the reliability of the extracted message [9].

Based on a review of previous studies, it can be identified that there are research gaps that are still open for further study.
Although DFT-based steganography methods have been proven to improve the security and visual quality of stego images,
the implementation and comprehensive analysis of the effect of message insertion in the frequency domain have not been
fully discussed comprehensively. The main issue that arises is how to ensure that the message insertion process not only
produces high-quality stego images, but also guarantees the accuracy and consistency of message extraction. In addition,
the selection of frequency coefficients for the insertion process is still often done statically and has not been systematically
analyzed for various image characteristics and message lengths, thus potentially affecting the stability of the hidden
message. Therefore, this research problem is formulated as how to implement a Discrete Fourier Transform-based
steganography method in a structured manner on digital images and analyze the effect of the insertion process in the
frequency domain on the visual quality of the image and the success of message extraction. This research aims to contribute
scientifically through an implementative and analytical approach that emphasizes the relationship between frequency
transformation, imperceptibility of stego images, and the reliability of hidden data. Thus, this research is expected to enrich
the study of digital image steganography and serve as a basis for the development of more accurate, secure, and efficient
message hiding methods.

3. Material and Method

This section describes the materials and methods used in the research in a systematic and structured manner. The
description includes the type of data or research material, supporting software, and the stages of the method applied in the
process of inserting and extracting secret messages. The methods used are organized logically so that they can be replicated
by other researchers. The explanation in this chapter focuses on how the research was conducted, starting from data
preparation, image transformation, message insertion, to the evaluation stage of the Discrete Fourier Transform (DFT)-
based steganography system performance [6].
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3.1 Overview of Methods and Image Representation

This study implements steganography techniques in the frequency domain using Discrete Fourier Transform (DFT). The main
principle of this method is to hide secret messages by modifying the frequency coefficients of digital images, so that the
changes made do not cause significant visual differences, but the secret messages can still be extracted properly. The
frequency domain approach was chosen because it is more resistant to visual interference and image manipulation than
methods that work directly in the spatial domain [10].

In general, the steganography process in this study consists of two main stages, namely the message embedding process
and the message extraction process. In the embedding stage, the secret message is embedded into the digital image by
modifying the coefficients resulting from the DFT transformation. Next, in the extracting stage, the stego image is reanalyzed
to obtain the secret message that was previously embedded by reading the changes in the frequency coefficients at the
same location [5].

The digital images used in this study are mathematically represented as a two-dimensional matrix containing pixel intensity
values. For grayscale images, each matrix element represents the gray level at a specific position with an image size of
M\times N. Meanwhile, for color images, the image is represented in three color channels, nhamely red, green, and blue [8].
Each color channel is treated as a separate grayscale image and processed independently. The DFT transformation,
message insertion, and image reconstruction processes are performed on each color channel so that the color
characteristics of the original image are preserved.

A grayscale digital image is represented as a two-dimensional matrix:

flz,y), 0<z<M,0<y<N
For RGB color images, the transformation is performed on each color channel (R, G, B).

3.2 Two-Dimensional Fourier Transform
1. Discrete Fourier Transform (DFT)

DFT is used to transform images from the spatial domain to the frequency domain [11]:
M-1N-1

Fum =Y ) fGoy) e/
x=0 y=0
Dimana:
F (u, v) = complex frequency coefficient
u, v = frequency index

j=v-1

(x, y) e _jzn(lll\/l_x'l'%)

||I_\42

M-
F(u,v) = Z

Magnitude and phase:

|F(u,v)| = VR? + 12, 0(w, v) = tan™1 (L)

R

2. Inverse Discrete Fourier Transform (IDFT)

fx, y)—

3.3 Message Embedding Process
1. Message Conversion
Text message > ASCII > binary:
m = {by, by, b3, ..., b}, b; €{0,1}
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2. Frequency Location Selection
Medium frequency coordinates (uk, vk) are selected to maintain visual quality.
3. Magnitude Insertion Model
|F' (ug, vie)| = |F (ug, vi) | + - by

So that the new coefficient:
F'(u, vi) = |F' (uy, vy, | €700

4. To maintain the Fourier symmetry of the real image:

F'(M —uy, N —vy) = F*(uy, vg)
5. Stego Image Reconstruction
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6. Message Extraction Process
a. Perform DFT on the stego image > F'(u, v)
b. Take the magnitude at the same coordinates
c. Bitextraction:

" ]. F,( "l.:. I‘A )‘ F(llk' "‘.’) > l:
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d. Bit> ASCII - text

7. Steganography Performance Evaluation

a. Mean Squared Error (MSE)
1 M-1N-1
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b. Peak Signal-to-Noise Ratio (PSNR)

PSNR = 101 ! 2557
= 0810* MSE

c. Structural Similarity Index (SSIM)
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8. System Flowchart

Embedding Flowchart The flowchart shown illustrates the workflow of a Discrete Fourier Transform (DFT)-based
steganography system consisting of two main processes, namely message embedding and message extraction. This
diagram helps clarify the structured stages of the system from input to output [12].

a.

Embedding Process Flowchart

The embedding process begins with the original image (cover image) that will be used as a medium for storing
secret messages. This image is then processed using DFT transformation to convert the image from the spatial
domainto the frequency domain. Itis in this frequency domain that the message information will be embedded.
Next, the secret message is converted into binary form so that it can be inserted into the numerical frequency
coefficient data. The message bits are then embedded into specific DFT coefficients, usually at medium
frequencies, so that the changes are not visually noticeable but remain stable. After all the message bits have
been embedded, the system performs an Inverse DFT (IDFT) to return the image to the spatial domain. The end
result of this process is a stego image, which is an image that contains a secret message without any noticeable
visual differences from the original image.

Extraction Process Flowchart

The extraction process begins with the input of a stego image, which is an image suspected of containing a
hidden message. This image is transformed back into the frequency domain using DFT. Once in the frequency
domain, the system will take the frequency coefficients at the same position as the location where the message
was inserted. From these coefficients, the system extracts the message bits by reading the changes in value
that occurred as a result of the embedding process. The bits obtained are then converted back into text form,
so that the original secret message can be read again. If the process runs correctly, the extracted message will
be the same as the message that was embedded previously.

Proses Penyisipan (Embedding) Eroses EkstLaksi (Extraction)

Input Gambar
(Cover image)

Transformasi DFT

Stego Image
(Gitra Tersembunyi)

Figure 1. DFT Embedding and Extraction Flowchart

This figure shows the workflow of a Discrete Fourier Transform (DFT)-based steganography system, which consists of two
main processes: message embedding and message extraction. In the embedding process, the host image is transformed
into the frequency domain using DFT, then the secret message is converted into binary form and embedded into selected
frequency coefficients before inverse DFT is performed to produce the stego image. Meanwhile, in the extraction process,
the stego image is transformed back into the frequency domain to retrieve the modified coefficients, extract the message
bits, and convert them back into text form.
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4 Research And Discussion

This section discusses the research results obtained from the application of the Discrete Fourier Transform (DFT)-based
steganography method to digital images. The results presented include the process of message insertion and extraction as
well as the evaluation of stego image quality. The discussion focuses on interpreting the research results to assess the
effectiveness of the method in maintaining the visual quality of images and the success of message concealment.

4.1 Results I: Message Insertion and Extraction in Medium-Sized Images

Based on the results of testing the Discrete Fourier Transform (DFT)-based steganography program, a digital image
measuring 640 x 594 pixels was used as the medium for storing secret messages. The image has a large number of pixels,
allowing the message to be inserted without causing significant visual changes. In the DFT method, the message is not
inserted directly into the pixel values, but rather into the frequency coefficients resulting from the transformation of the
image into the frequency domain.

The secret message inserted during the insertion process is the text “suka”. The message is converted into binary form
based on ASClII representation and a message end marker is added as a delimiter. The converted binary datais then inserted
into a number of selected DFT frequency coefficients, with the aim of maintaining the quality of the inserted image so that it
resembles the original image.

The resulting stego images show that visually there are no noticeable differences between the images before and after
message insertion. This is because the data insertion is performed in the frequency domain with relatively small changes in
value, making it difficult to detect by human visual observation. Thus, the DFT method is able to maintain the visual quality
of the image even after a secret message has been inserted.

During the extraction stage, the stego image is reprocessed using DFT transformation to read the modified frequency
coefficients. These coefficient values are converted back into binary data, then translated into text form. However, the
extracted message in this test did not match the original message and produced characters that were not read correctly.
This indicates that there are still inconsistencies in the decoding process. The inconsistency in the extraction results may
be caused by differences in the selection or order of frequency coefficients between the insertion and extraction processes,
the effect of rounding values in the inverse DFT process, or small disturbances in the frequency values that cause changes
in the message bits. Nevertheless, these results still show that the DFT-based steganography method is capable of hiding
secret messages well without significantly reducing the visual quality of the image, but it still needs improvement so that
the message extraction process can produce messages that are the same as the inserted messages.

STEGANOGRAF! DFT (Discrete Fourier Transform)
ENCODE (PENYISIPAN PESAN)

DECODE (EXSTRA N PESAN)

RN

n’ ﬂ - -~
5 3 . P

Figure 2. Message Insertion and Extraction Process on a 640 x 594 Pixel Image

The message insertion and extraction process on a medium-sized image is shown in Figure 2. The figure shows the interface
of the DFT-based steganography system at the encode and decode stages.
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4.2 TestResults ll: Analysis of Bit Insertion on the Number of Frequency Coefficients

Based on the results of testing the Discrete Fourier Transform (DFT)-based steganography program, a 160 x 160 pixel digital
image was used as the medium for storing secret messages. The image has a total of 25,600 pixels, but not all pixels are
modified in the insertion process. The insertion is performed in the frequency domain by utilizing the coefficients resulting
from the DFT transformation of the image [8].

The secret message entered is the text “gasuka,” which is then converted into binary form using 8-bit ASCII representation.
After adding the end-of-message marker, the length of the binary data becomes 64 bits. This binary data is then inserted into
64 DFT frequency coefficients, so that each bit of the message is represented by one frequency coefficient. The coefficients
used are selected so that changes in frequency values do not cause significant visual differences in the inserted image.

Visually, the stego image does not show any noticeable differences compared to the original image. This is because the
message is inserted into the frequency domain with very small changes in value, making it difficult to detect by human visual
observation. The number of message bits and the number of frequencies used are displayed in the program as indicators
that the insertion process has been carried out in accordance with the length of the message entered.

The resulting stego image does not visually show any significant differences compared to the original image. This is due to
the message insertion being performed in the frequency domain with very small value changes, making it difficult for human
visual observation to detect. Information on the number of message bits and the number of frequencies used is displayed in
the program as an indicator that the insertion process has been carried out according to the length of the input message.

During the extraction stage, the stego image is reprocessed using DFT transformation to read the modified frequency
coefficient values. The extraction process produces binary data which is then converted back into text. However, the
resulting text does not match the original message and displays unreadable characters. This indicates an inconsistency in
the decoding process, which may be caused by differences in the order of the frequency coefficients read, rounding errors
in the frequency values, or failure to detect the end-of-message marker. Overall, the test results show that the DFT-based
steganography method is capable of hiding secret messages well without significantly altering the visual quality of the image.
However, the success of message extraction still needs improvement so that the embedded messages can be accurately
reconstructed.

# o

STEGANOGRAFI DFT (Discrete Fourier Transform)
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Figure 3. BitInsertion and Extraction Process in a 160 x 160 Pixel Image

Figure 3 shows the relationship between the number of message bits inserted and the number of frequency coefficients
used in the DFT-based steganography process.

4.3 TestResults lll: Detailed Simulation of the Encoding and Decoding Process

Based on the results of the Discrete Fourier Transform (DFT)-based steganography simulation, a digital image measuring
820 x 826 pixels was used as the medium for storing the secret message. An image of this size provides a large number of
pixels, allowing for a more detailed transformation to the frequency domain. In this method, the message is not inserted
directly into the image pixel values, but rather into the frequency coefficients resulting from the DFT transformation.
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The secret message inserted during the insertion stage is the text “lazy.” The message is converted into binary form based
on ASCII representation and a message end marker is added as a delimiter. The binary representation of the message is
displayed directly in the insertion simulation section, allowing users to see the binary data that will be inserted into the image
frequency coefficients.

During the encoding simulation process, the system displays in detail each step of inserting message bits into specific
frequency coefficients. The information displayed includes the frequency position used, the real value of the DFT coefficient
before or after modification, and the inserted message bits. Insertion is carried out gradually at several predetermined
frequency positions, so that the data change process can be observed transparently.

The image results after the insertion process retain a visual appearance similar to the original image. This shows that the
changes in frequency coefficient values made during the insertion process do not have a significant visual impact, making
the secret message difficult to detect visually. During the decode simulation stage, the stego image is reprocessed using
DFT transformation to extract the embedded message. The extraction process is also displayed in stages, where the system
shows the frequency position read, the real value of the frequency coefficient, and the bits successfully extracted from each
position. The extracted bit data is then reassembled into a binary sequence and converted into text form.

Based on the extraction simulation results shown, the message obtained does not fully match the original message inserted
and produces unreadable characters. This indicates that there are still discrepancies in the extraction process, which may
be caused by differences in coefficient values due to the inverse DFT process, rounding of numerical values, or inaccuracies
in the selection and reading of frequency positions.

Overall, this DFT steganography simulation provides a clear picture of the message insertion and extraction mechanismsin
the frequency domain. The step-by-step simulation displayed helps in understanding how each message bit is mapped to
the frequency coefficients of the image. Although the visual quality of the image is maintained, the message extraction
results show that this method still needs improvement so that secret messages can be accurately reconstructed.

STEGANOGRAFI DFT — SIMULASI

ENCODE OECO0E

& St 0w |
———

Figure 4. Simulation of DFT-Based Message Encoding and Decoding Processes

Simulation display of the message insertion and extraction process showing message bits, frequency coefficient positions,
and extracted message results.

5 Conclusion

This study shows that Discrete Fourier Transform (DFT)-based steganography is capable of hiding secret messages in digital

images with a good level of imperceptibility, so that the visual quality of the stego image remains similar to the original image.

The implementation results prove that insertion in the frequency domain is effective in minimizing visual distortion and

addresses the main problem related to the need for steganography methods that are difficult to detect with the naked eye.

However, the test results also reveal limitations in the extraction stage, where the message obtained is not completely
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identical to the original message. This confirms the existence of a research gap in the aspect of decoding reliability, as
formulated in the problem statement. Thus, this study contributes to proving the effectiveness of DFT as a method of
embedding messages in digital images while opening up opportunities for further development to improve message
extraction accuracy.
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